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Remote Security Lab, powered by Compass Security
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LEARNING GOAL

1. Hacking-Lab is a remote security lab
2. You can practice what you (may) have heard in theory

3. This slide deck shall help you understanding how you can use
Hacking-Lab and how to access challenges and the lab
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BEFORE TALKING TOO MUCH...

Prerequisites
+ Each participant has a laptop with either
+ Virtual Box or VMware 8 installed & matching disk image downloaded
from http://media.hacking-lab.com/largefiles/livecd/

+ Or ability to boot a live CD & having the latest version of the media
downloaded from http://media.hacking-lab.com/largefiles/livecd/

+ Personal account on https://www.hacking-lab.com

+ Additionally, each participant registered on the following Hacking-Lab event:

https://www.hacking-
lab.com/events/registerform.html?eventid=462&uk=M1YiSCXVQXQ9AtBisi2Z

eK58tZcqdbVU

] 2013.appsec-forum.ch/ateliers/

- Personal account on http://www_hacking-lab.com

- Additionally, each participant should register, when possible before the
conference, to the following Hacking-Lab event:

https:/fiwww _hacking-lab.com/events/registerform_html?
eventid=462&uk=M1YiSCXVQXQ%AIBIsi2ZeK58t Zcq4bVU



BEFORE TALKING TOO MUCH...

Short presentation of yourself

+ What are your expectations for this “atelier”?
+ Do you know the OWASP top 107

+ How would you rate your web / Linux technical knowledge?
+ How would you rate your “hacking” knowledge?

Meanwhile please fill out the paper form

m Hacking-Lab.com

N at ASFWS 2013

Pseudonyme dans Niveau

Prérequis
www.Hacking-Lab.com Débutant |Intermédiaire |[Avanceé |en ordre?
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HOW TO USE HACKING-LAB

Compass Security AG Tel +415521441 60
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WHAT IS «HACKING-LAB»????

=
H) HACKING-LAB
FONMER NNA

Home

1 @ Welcome at Hacking-Lab

[

— 5 WindowsServer
Active Directory

Ny
e .
. Windows*?
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UNDERSTANDING HACKING-LAB
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Solution Grading
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HACKING-LAB ROLES

> Student H 1. Choose the challenge(s)
p 2. Solve the challenge
a 3. Answer the questions (submit)
— 4. Wait
> Teacher 1. Responsible for challenges
‘ 2. Receiving your submissions
; 3. Solution Grading
“ ‘w a) FULLY ACCEPT
b) PARTIALL ACCEPT
c) REJECT
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DETAILS ABOUT «HACKING-LAB»

Vv

Compass Security AG
Werkstrasse 20
Postfach 2038
CH-8645 Jona

Tel +4155214 41 60
Fax +4155214 41 61
team@csnc.ch
www.csnc.ch



WHAT IS «HACKING-LAB»????

» (1) Vulnerable Servers and Applications
(Web, Windows, Linux, iOS, Android)

» (2) Description about the security challenges

» (3) Tools required for solving the challenges

» (4) Teacher functions (accept/reject solutions)
solutions, solution movies
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DETAILS ABOUT HACKING-LAB (1/4)

» (1) Vulnerable Servers and Applications
(Web, Windows, Linux, iOS, Android)

© Compass Security AG www.csnc.ch Slide 13



VULNERABLE SERVICES

Compass Security AG Tel +415521441 60
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DETAILS ABOUT HACKING-LAB

Vulnerable Mobile Vulnerable Servers
Apps Remote Security Lab Automatic Revert to Snapshot

Windows Server
Active Directory

% Microsoft I'U
& Windows*®

EUWVETERIEW]
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MOVIE: INTRODUCTION ESXI

Intreduction_ESXi.mpd 21.09.2013 2257 P4 File 52'220 KB
Compass Security AG Tel +415521441 60
Werkstrasse 20 Fax +4155 214 41 61
Postfach 2038 team@csnc.ch
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DETAILS ABOUT HACKING-LAB (2/4)

» (2) Description about the security challenges
&
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HACKING-LAB WEB SITE

www.hacking-lab.com
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HACKING-LAB WEB SITE

1. Sign-Up a Hacking-Lab Account

2. Register to your Hacking-Lab Event (classroom)
1. Private Link
2. Public Link

3. Read the Challenge Instruction (the mission)
1. What is the mission?
2. Where is the vulnerable services
3. What are the security questions

4. Submit your solution
1. Describe vulnerability
2.  Describe exploit
3. Describe mitigation

© Compass Security AG www.csnc.ch Slide 19
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LAB
& Web Security ®
&  Malware/ Trojan / Bugs )
IZI'[U Windows Security £

A\

N N

Apple Security

U

"\ Penetration Testing

&  Networking

(. Forensics

Ll
11111

“’  Reverse Engineering

© Compass Security AG
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CHALLENGES CATEGORIES IN HACKING-

VoiP / SS7 / GSM
Wireless Security
Unix / Linux Security
Crypto Challenges
Programming

Fun Challenge

Slide 22
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CHALLENGES - SBS VERSUS WG

SBS WG Every challenge in Hacking-

Lab is available as SBS
Step by Step Wargame and WG

SBS challenges WG challenges SBS = Step by Step
are used in are used in free Instruction of the
commercial trainings, CTF challenge
trainings. and talent quest.

. _ WG = Wargame instruction
Trainees do not Solving a WG (without further details

have the time to challenge is more
spend 1-2 hours difficult and

per challenge. needs more

They will be knowledge.
guided through

the challenge.

about the procedure)

© Compass Security AG www.csnc.ch Slide 24



CHALLENGES - SBS VERSUS WG

WG Challenges
+ WG = Wargame
The mission of the challenge is given, but without further details
For the more advanced users
Level 1 = 10 points
Level 2 = 20 points

+ 4+ 4+ + 4+

Level 3 = 30 points

SBS Challenges
SBS = Step by Step

+

+ The mission of the challenge is given, including a step by step instruction
+ For the beginners

+ Level 1 =5 points (50% of WG)

+ Level 2 = 10 points (50% of WGQG)

+ Level 3 = 15 points (50% of WG)

© Compass Security AG www.csnc.ch Slide 25
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SOLUTION FORM (INCLUDING ATTACHMENTS)

Home
About

Manage Solution

Case: G112 - OWASP 2010 - AZ - Cross-Site Scripting
Points received: 0

Thi=z iz my first solution.

[N

Scoring Sy 1) Vulnerability = foo bar
2) Exploit = 0xff, Oxff
Maobile Services 3) Mitigation = John Doe

Video Tutorials - 4 Turs :
eazse rade m solutlion asap!
Download g ¥ p

=
FAQ Regards

Research super monster

1842
Attachment: (Max: 10 files / Maxsize: 5MB )

My Menu
Edit My Profile




DETAILS ABOUT HACKING-LAB (3/4)

% > (3) Tools required for solving the challenges
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HACKING-LAB TOOLS

www.hacking-lab.com
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TOOLS REQUIRED TO SOLVE THE CHALLENGES

~J
e /Ql 0
al ,f« VPN to Lab Nd —>W|ndow:c§er\éerct ory

3 % Wmdows P
@ OpenVPN into ESX Server

LiveCD Infrastructure
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HACKING-LAB TOOL OVERVIEW

QE Windows XP VDI clients

LiveCD

IRAPP OSX Terminal Server

© Compass Security AG www.csnc.ch Slide 36



LIVECD
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LIVECD FREE DOWNLOAD

http://media.hacking-lab.com

—— - —
@ Index of /largefiles/livecd - Moxzilla Firefox

File Edit Wiew History Bookmarks Teols Help - .

| Mlindex of flergefilesflivecd + YE:

€ @ medizhacking-lab.com/largefiles/livecd;

Index of /largefiles/livecd a
Name Last modified  Size Description

.
o - LiveCD
|| create releasesh 19-Sep-2012 1109 664

openvpn-config/  12-May-2012 08:51 - °
readme bxt 12-May-2012 0852 19K V' rtu a l B ox OVA
unstable/ 28-Nov-2012 1446 -

v3.63/ 15-Nov-2011 1331 -
v3.64/ 17-Nov-2011 1441 -

LiveCD
Vmware OVA

LiveCD ISO
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LIVECD FEATURES

1. VPN Icon

2. Root Shell @

3. ZAP Inspection Proxy

4. Firefox Profiles
5. Firefox Switch Proxy
6. Landing Page Web Server

7. Local Doku Wiki Web Server
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LIVECD DESKTOP

__ Hackinglab LiveCD V7.08 [Running]

coters @ B @ 5 02+ i @ [ oo orspaces ornseed- £ ¢ m P 0 vn @

HACKING-LAB
LIVECD
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VPN ICON

Applications ‘/ g [~ - [ . - | ®

File S..

HACKING-LAB
LIVECD

M

m Home
o

€3

gopenvpn

VPN Configuration:

Username:

Passphrase:

m@Ar
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VPN GREEN = CONNECTED

HACKING-LAB
LIVECD
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ROOT SHELL

-

HackingLab LiveCD V7.08 [Running]

(NI oo el + EOET SOy |

Applications 0 s_N-- e

HACKING-LAB
LIVECD
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START FIREFOX PROFILE MANAGER

' -

HackingLab LiveCD V7.08 [Running] — ’ _1

Applications 0 Q [ - [ . o i o kspace 2

HACKING-LAB
LIVECD
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FIREFOX PROFILE MANAGER

Applications 0 a = © . L_;J, | @ Workspace 1“;‘

HACKING-LAB

LIVECD ) : J_i.:y;;
Fiefo stores informaion about yoursetings, _ If you play a web attacker and
preferences, and other user items in your user profile. R . .
| g web victim at the same time,

| Create Profile... ’

2 Browser2

you need two independant
firefox instances (e.g. session
hijacking). That’s why you have
two profiles

e

| Rename Profile... ’

| Delete Profile... ’

[ work offline
Don't ask at startup

‘ ©Exit l[q’,‘staltFirefoxJ

P
\

© Compass Security AG www.csnc.ch Slide 45




FIREFOX TESTING PROFILES

e 0 O HackinglLab LiveCD V7.08 [Running]
appiications @ B B o @l = < O [EiEak Workspace 2 Workspace 3 Workspace 4 - (g <) =i oll® 17:20

File Edit View History Bookmarks \ﬂelp
Goog | i Home : Hacking-Lab.com “_LE_] <l Downloads Ctri+Shift+Y |
L - % Add-ons Ctri+Shift+A ‘
1 [ @ nttps/mww.hacking-lab.comyis - | » (B Google a & i~
- Set Up Sync... _
Tras ~ I
G Cookie Manager "4
~ Web Developer > ||#* Firebug > ’
ZA ¢ FoxyProxy Standard
- y y Toggle Tools
© Page Info Ceri+ Web Console ctrl+Shift+K
4 Clear Recent History... Ctri+Shift+Del Debugger Ctri+shift+s
ome Live HTTP headers Inspector Ctri+Shift+1
Style Editor Shift+F7
B C O C d C U Developer Toolbar Shift+F2
Responsive Design View Ctri+Shift+M
i el :
Scatchos : |
ng. Web Apphcation. PR SERNEr cui+U
= o] eb App 0 e e a =
= Error Console Ctri+Shift+) *
SE oL it L ARl |2y aScript Deobfuscator - - 4
Get More Tools
§ s L
%
FAQ e e ore d e D d p B
Do ave an a 0

[ >]

DV X ‘Q\J @ . . max-age=2592000 =@ ‘
e 1




FIREFOX TESTING PROFILES

1. Firebug
2. FoxyProxy Switch Proxy Tool
3. LiveHttpHeader Plugin

4. Cookie Manager (change your cookie values)
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FIREFOX — FOXYPROXY PLUGIN (ZAP)

el Home : Hacking-Lab.com - Mozilla Firefox
File Edit View History Bookmarks Tools Help
jHome : Hacking-Lab.com | =]
I https://www.hacking-lab.com/index-nomap.htrm v j] L d [g]v Google 0\] J\} ﬂ § = v

J FoxyProxy Standard
File Help

Select Mode:

Logging

| Proxy Name | Proxy Notes V] |

/ (localhost:8080)
proxy.hack.er:3128
Default These are the setti...

|{} Move Down |

Add New Prox
| 24 y letwork

all for fri

default = ZAP is disabled | 8 copy Selection
proxy.hack.er = disabled
only Default is active!

|
FoxyProxy | & Edit Selection |
|
|

| El Delete Selection

Enable "ZAP" if you want to use ZAP inspection proxy

Logir

|'Please gonate| | # Get FoxyProxy Plus| |\;_,l Buy Proxy 5ervice| | FoxyProxy for Chrome

El» x ' ef @ ‘ { . max-age=2592000
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ZAP INSPECTION PROXY (SLOW LOADING)

rovicovors @ B @ 5 0 2+ ua © [T soace onaanees wasioeed- £ > m ol 0 e

Untitled Session - OWASP ZAP

Eile Edit View Analyse Report Tools Online Help

(Standardmode | |1 B M =7 & DE OE@m: Y =2«<b P OoXLEN €

.| Scripts _I ~ Quick Start « T =» Request T@' Response T 4 Break T“« | Script Console ]

@ sites Welcome to the OWASP Zed Attack Proxy (ZAP)

URL to attack:

Progress:

[«

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web application:
Please be aware that you should only attack applications that you have been specifically been given §

To quickly test an application, enter its URL below and press 'Attack’.

http://
4 Attack B stop
Not started

— -

“ Http Sessions

. Zest Results T y'WebSockets T % AJAX Spider T | | Output

A Active Scan

% Spider T »# Forced Browse T 4 Fuzer I (] Params

e
] = History

©, Search H 2 Break Points )¢ U Alerts

@ | Filter:OFF

_Alerts M0 RO RO MO

Current Scans % 0 %0 ,0 §0 40 o

w@ AN
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WEB MAN IN THE MIDDLE INSPECTION PROXY

ZAP
Inspection
Proxy

HAZKING-LAB 7 | 1) Web Analysis
g = | 2) Maninthe Middle
LIVECD @ @ | 3) Open Source
N Untitled Session - OWASP ZAP ' S # "_; 4) Java based

File Edit View Analyse Report Tools Help A -~ o
Dedre O  =«n)r 0 o 5) Loading = slow
Sitesi@ I J Request= I Response &= TEreak A ] B

Header Text v] | Body: Text | = j =) i

OWASP ZAP Inspection Proxy
(Java based)

Spider 5 T Brute Force 2~ T Port Scan © r ‘ | ! :

History = T Search T Break Points 3¢ I Alerts 8 I Active Scan )

|| Filter:OFF

|y

) PPl @ [3sRreRECHTS | Slide 50
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MANIPULATE HTTP REQUESTS

Applications e; 3 EI [ :LJ_J =d | @ Ty ET-Bl Workspace 2 Workspace 3 Workspace 4 = i o) wd _,D i:. 09:10 ﬂ

Untitled Session - OWASP ZAP + -0 X

File Edit Wiew Analyse Report Tools Help
Ledd® @8 v @@

Sites(@

v [& ™ sites
» [ http:/rsafebrowsing-c
» (E5 http:/fsafebrowsing.c
» (B http:/isfr-images.moz
> 5 ™ hitp:fjwiki.hacking

Step Over |

L}
MethodYy »| |Header Text .v] | Body: Text .VJ Step Into
GET http://wikl.hacking-lab.com/docs/doku.php?id=home HTTR/1.1
Host: wiki.hacking-lab.com
User-Agent: Mozilla/S5.0 (X11; Ubuntu; Linux 1686; rv:18.0) Gecko/20100101 Firefox/18.0
. 1 1 1 1 = * e =
> @ ™ http:/ google Accept: text/html,application/xhtml+xml, application/xml;q=0.9,%*/*;q=0.8
Accept-Language: en-US,en;g=0.5
r o https:faddons.mc ONT: 1
> [ P httpsi/services.ac |cookie: Dokuwiki=86svOccs]2du7hcved] j04iq13;  utma=138512565. 2120051488, 1360568983 1350568963.
» @ © https:/iversionche| |1360568983.1;  utmb=138512565.3. 10, 1360568983; _ utmc=138512565;  utmz=138512565. 1360568983.1. 1.
utmcsr=(direct) |utmcecn={direct) |utmecmd={none)

Connection: keep-alive ?

Trap Request (change request)

J Active Scan %) T Spider & T Brute Force &2 T Port Scan T Fuzer i} T Params [ T Gutputl

Histary = T Search & T Break Points 3% T Alerts [
' Filter:OFF

81 GET  http:ffwiki.hacking-ab.com/docs/doku.phprid=home 200 OK 199ms 4 Form, Hidden....k

82 GET http: ffwiki.hacking-lab. com/docs/lib/plugins/indexmenufjsmen... 200 0K 17ms |~

83 GET  http:ifiwiki.hacking-lab. com/docs/lib/pluginsfindexmenufindex... 200 OK ms

84 GET http:fiwiki.hacking-lab.com/docs/lib/exefcss.php?s=all&t=arc... 200 OK 348ms d

87 GET  httpifiwiki.hacking-lab.com/docs/lib/exefcss. php?t=arctic_dark 200 OK 416ms [+

86 GET  http:fiwiki.hackinglab.com/docs/lib/exe/css.php?s=print&t=... 200 OK 413ms -

85 GET http:ffwiki.hacking-lab. com/docs/lib/exefjs.php?edit=0&write=0 200 OK 376ms [t

89 GET  http:ffwww.google-analytics.com/ga.js 200 OK 83msh|
ELS S T 91 GET https:ifversioncheck-bg.addons. mozilla. org/updatef/ersionC... 200 0K 986ms 1 =
| Alerts Mo 1 2 P2 Current Scans 2 0 %0 2“0 [ 0 40|
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MANIPULATE HTTP RESPONSES

N

Applications e; a |! (3 :—;1—'_‘ =d | @ Wlely o ET=-B) Workspace 2 Workspace 3 Workspace 4 = i ﬁﬂ"} el _’D ﬁ;. 09:12 ﬂ
X Untitled Session - OWASP ZAP + - X

File Edit Wiew Analyse Report Tools Help
UBdp® 05 Vv 8 D,

[stes@)

— Step Over |

¥ [ M sites
» (B http:/fsafebrowsing-o
* [E5 http:/rsafebrowsing.g [HTTP/1.1 200 OK ul
» (B http:/fsfimages.moz Eate: Mon, 11 Feb 2013 08:12:29 GMT Trap RESpO“SE
b = ® httpswiki. hacking Bl ik Apacheys2.2.14 (Ubuntu)
> @ P http:/mww.google - Powered-By: PHP/S.3.2- lubuntud.18 (http[s response) |

—xpires: Thu, 19 Nov 1981 08:52:00 GMT

> [ # https://addons.mg Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
> [ ® httpsi/services.ac bragma: no-cache

> (B w hitps:/iversionche| [Bet-Cookie: DW7e884e68a840edfBh20756fc47fcfn74

html xmlns="http://www.w3.0rg/1999/xhtml" xml:Llang="en" —1
lang="en" dir="Lltr"=
=head=
=meta http-equiv="Content-Type" content="text/html; charset=utf-g" /=
=title= .
home [Hacking-lLab LiveCD Wiki] hi

J Active Scan 7 T Spider & T Brute Force 4~ T Port Scan T Fuzer 4 T Params [=] T output

History = T Search T Break Points 34 T Alerts [
" Filter:QOFF

81 GET http:ffwiki.hacking-lab. com/docs/doku.php?id=home 200 0K 199ms 4 Form, Hidden....l{
82 GET  http:iffwiki.hacking-lab. com/docs/lib/pluginsfindexmenu/jsmen... 200 0K 17ms
83 GET http:ffwiki.hacking-lab. com/docs/lib/plugins/indexmenufindex... 200 0K 7ms
84 GET http:fiwiki.hacking-lab.com/docs/liblexe/css. php?s=all&t=arc... 200 0K 348ms
87 GET http:fiwiki.hacking-lab.com/docs/lib/exefcss.php?t=arctic_dark 200 OK 416ms 4
86 GET  http:ufiwiki.hacking-lab.com/docs/lib/exefcss.php?s=print&t=... 200 OK 413ms -
85 GET  http:fiwiki.hacking-lab.com/docs/lib/exefjs.php?edit=08&write=0 200 OK 376ms 1
89 GET http:ffwww.google-analytics.com/ga.js 200 0K 83ms$"—|

ELS Sy | 91 GET https:/fversioncheck-bg.addons. mozilla. orgfupdatefversionC... 200 OK 986ms 1 =
a i~ [ : dal s01 L e £ ten . 1, h

Alerts FiQ 1 2 2 Current Scans A 0 %0 270 o 0 420
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LIVECD LANDING PAGE WEBSERVER

e 00 HackingLab LiveCD V7.08 [Running]

conanors @ B 0 B ot @ [T wssce2vosspcesospoced- [ & i ol < 1720 43

f® Ubuntu Software Center
7% Settings >
||@ Hacking-Lab > |/® Database >
) [ Dokuwiki Page Webserver > e
1§ Accessories > - a . . . . R
Landing Page Webserver > §¥) Edit Landing Page index.html 2f %
< Development > e : : : g L
= Cisoli > W Metasploit > 1 Edit Landing Page Webserver Configuration : ¢ >t
% Graphics e
~ p l . ! Web Security > 1) Show Landing Page Webserver Logfile ,
BB Multimedia > g ;
) Start Server . A
@ Network > S - La
) Stop and restart Server =2
|| Office > T : ¥
7 €9 Stop Server .
i.r System > ‘ &
= 4
@ Help e 2 . Y
7.7 About Xfce il 5 &
4 Log Out
LiveCD local Landing Page Webserver R 2
| letc/init.d/apache_but s ’,
- s 2 A b
< SARY
o f ‘”,,, .
"
‘ .
g 5
Wl BN
2 /' ” §
(7 2 i ;.'

ST E
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WINDOWS XP VDI HOST

Compass Security AG Tel +415521441 60
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Postfach 2038 team@csnc.ch

CH-8645 Jona www.csnc.ch



WINDOWS XP VDI (VMWARE VIEW)

Hackinglab LiveCD V7.08 [Running]

VMware View Client =8| BN N6 | B

File Desktop View Help

vimware View™ Client

" View Connection Server
% Enter the name of a View Connection Server.

view.vdi.hacking-lab.com

Always connect to this server at startup

T" j

conurue JEAE
B ¥
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USER = HACKER10, HACKER11,
HACKER12,
PASSWORD = COMPASS

Connect to Server

Enter your user name and password.

% VMware View Client e
https: [fview.vdi. hacking-lab.com
File Desktop View Help

vimware View Client User name: [hackerlo

Password: | 0000008

Domain: ’ VDI

[ BN
f
. 3 DR TR <
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WINDOWS XP VDI (VMWARE VIEW)

Hackinglab LiveCD V7.08 [Running]

Applications ‘, a - © - o -« @

7. —
Goog...  Files...

VMware View Client Crlbodilebile <

m Home File Desktop View Help

o :® JIview.vdi.hacking-lab.com

Hacking-Lab Clients

PColP

All Monitors

8l
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WINDOWS XP VDI (VMWARE VIEW)

HackinglLab LiveCD V7.08 [Running]

I »-»-V Applications’@ g m ] . E:. =d" | e Wor --E ‘ 0’&’) e !L;] & 17:33 '

Applications
= Hacking-Lab Clients

File Desktop View Help

=

A3 (=9 NEE| B
|
My Documents

-
- [
My Computer

-
-
My Network
Pla

Recycle Bin
*)

2
Mozilla Firefox

A
‘Windows Media
Player
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OSX TERMINAL SERVER

[ 4 e

Mac Os X

@ e

Password: |sasenes

Compass Security AG
Werkstrasse 20
Postfach 2038
CH-8645 Jona

Tel +4155214 41 60
Fax +4155214 41 61
team@csnc.ch
www.csnc.ch



OSX TERMINAL SERVER

Applications a g = ® . —d | e A

Ubuntu Software Center
2~ Settings >
|@ Hacking-Lab > | /@ Database >
) ™ Dokuwiki Page Webserver >
12§ Accessories > : : A ;
5 | Hacking-Lab-Terminal-Server > |€3 Connect to OSX Terminal Server |

<% Development Pl — - i
I | Landing Page Webserver > 1) Connect to Windows XP (VDI)
% Graphics > D S ST

- A Metasploit >
B8 Multimedia > ;

(™ Web Security

@ Network >
i Office >
¢ System >
@ Help
7.7 About Xfce
4 Log Out
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OSX TERMINAL SERVER

HackingLab LiveCD V7.08 [Running]

SECE LY ENTY - [ T v DT S
3

w Terminal Server Client Ll S

General I_Qisplay I Local Resources lgrograms Performance

Logon Settings

-! Type the name of the computer or choose

) a computer from the drop-down list.

Computer: |nacosxts.hacking-lab.com ‘ v |

Protocol: ‘ RDPv5 | & |

User Name: [hackerlo

Password: (ecccoee

Domain: I

Client Hostname: ’

Protocol File: I

‘ Quick Connect ~ l ‘ ﬁgpen ’ ‘gSave Asl

.. About y [ ¥ Close ‘ I /s Cognectl

w@EE -
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DETAILS ABOUT HACKING-LAB (4/4)

‘_I’-r-F l:rt:i
i

t ’ ‘ » (4) Teacher function (accept/reject solutions)
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HACKING-LAB TEACHER TASKS
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SOLUTION GRADING AS «TEACHER»

HACKING-LAB

Volunteer

Pariner & Sponsors

Events

Available Challenges

Remote Security Lab

Chat

Wall of Fame

Scoring System

Avatar

Mobile Services

Video Tutonals

Download

FAQ

Research

Login / Sign up

-

Edit My Profile

Inbox

Crganisation Manager

Solved Cases of Event: OWASP Top Ten

Nick

Surname MName

ivan

null

null

null

buetler

null

null

null

Email

ibuetler@hsr.ch

davidi@adaformacion.es

david@adaformacion_es

david@adaformacion.es

david@adaformacion.es

oxad@ogmail.com

sucounix@gmail com

oxogd@omail.com

Case

6112 - OWASP 2010 - A2 - Cross-Site
Scripting

6114 - OWASP 2010 - A4 — Insecure
Direct Object References

6115 - OWASP 2010 - A5 — Cross Site
Request Forgery

6111 - OWASP 2010 - A1 — Injection

6112 - OWASP 2010 - A2 - Cross-Site
Scripiing

6119 - OWASP 2010 - A9 — Insufficient
Transport Layer Protection

6114 - OWASP 2010 - A4 — Insecure
Direct Object References

6115 - OWASP 2010 - A5 — Cross Site
Request Forgery

6113 - OWASP 2010 - A8 — Failure to

Status Points Date

0

2013-10-09
17:07:28

2013-10-09
13:14:23

2013-10-09
12:15:00

2013-10-09
09:43:46

2013-10-09
08:50:56

2013-10-07
17:04:02

2013-10-07
15:43:05

2013-10-07
11:17:41

2013-10-03




SOLUTION GRADING AS «TEACHER»

HACKING - LAB

101 fJ..

| -uHoME N[NA ﬁ 16029

About 2
Voluntzer Check Solution
Fariner & Sponsors
Evenis

Available Challenges
Remote Security Lab User: super_monster
Chat Name: ivan buetler
Wall of Fame Email: ibuetler@hsr.ch
Scoring System Case:

uERT Teacher Solution: B &
:ﬂr;:;e.r?:;:;is Foints received: 0

Download Rating .*****m
FAQ
Research

Login / Sign up . . .

& o,
J = Attachments

. ?
y J é- Solution History

My Menu - |
Edit My Profile

Inbox

Organisation Manager
Question Manager 1) Vulnerability = foo bar
Admin 2) Exploit = Oucff, Oxff
Logout 3) Mitigation = John Doe

Date User Text
2013-10-09 17:07:28 super_monster This is my first solution.

Flease grade my solution asap!

Regards
super_monster




TEACHER HAS ACCESS TO «SOLUTION
VIDEO»

Solution

Cmfum

HaCKing-ao




SOLUTION GRADING AS «TEACHER»

User: super_monster
Name: ivan buetler
Email: ibuetler@hsr.ch
Case:

Teacher Solution: [ &

Points received: 0

Rafing rirdrdrd

Dear SUper monster

Thank you for your solution. Az a teacher, I will respond here to
3 r Submiz=zion and that's how we communicate

Begards

Your Teacher

| Send | Send&Back Send&MaxtCass

Solution History
=

Date User Text
2013-10-09 17:07:28 super_monster This is my first solution.

1} Vulnerability = foo bar
2} Exploit = Oxff, Oxff
3} Mitigation = John Doe




HACKING-LAB SUPPORT

Compass Security AG Tel +415521441 60
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GLOBAL CHAT

1010000101101

C“HOME | NINA

e - - 4N
’/I:ﬂ HackiNG LANEE

215025

Home
About
Volunteer Global Chat
Partner & Sponsors
Events

Available Challenges
Remote Security Lab
Chat Try our IRC channel in the vulnerable server lab (vpn must be established) irciichat hacking-lab.com
Wall of Fame Enable e-mail notification for new chat messages: M

Scoring System
Awatar

Autoscroll

[17-44:47] =slientknight= how is everyone doing ?

- - [17:44:51] =slientknight= lag

Mabile Services [23:32:07] <Raavgo= hi

Video Tutorials [23:33:00] =Raavgo=

Download [23:39:20] =Raavgo= =script type="text/javascript™=alen("X55")=script=
FAQL [23:38:37] =Raavgo= hmmm its not that easy to hack hacking lab **
[13:07:51] =gjani= hiii

- - [05:50:23] =McHack8630= hey

Login / Sign up [06:06:31] <sagarkumar= bfjoihuid

[06:06:37] =sagarkumar= dfil, sdals pgk;

[06:07:14] =sagarkumar= sclinent.n

[17:20:00] =pinkpather= hi

[18:42:52] <jayem1985= heelo

[18:42:57] <jayem1985= hello

[23:58:37] =lISentryll= Hi

[23:58:03] =lISentryll= anyone here?

[23:58:24] =lISentryll= hmm

[13:27:41] =nks0ne= hello

[13:28:00] =nks0ne= nice to see people still trying XS5 in the chat ;)
Edit My Profile [15:33:27] =super_monster= Unable to ping glocken.hacking-lab.com. What is the problem?

Research




VIDEO TUTORIALS AND HELP

- > . . . .
YoulllliT LiveCD usage with VirtualBox Appliance

You Tuhé » LiveCD usage with Vmware8 workstation

Youllfl) > How to connectin HL with OpenVPN

VIDEO TUTORIALS
https://www.hacking-lab.com/tutorial/
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HACKING-LAB FAQ

Home
About

Hacking-Lab FAQ

Lab Questi

General Hacking

Question
Wh cking-Lab?

Wh hallenge?

Wha hallenge about?

What teacher?
Explain "point:

Wh

https://www.hacking-lab.com/FAQ/

ons

O

Response

Remote urity Lab with more than 200 hands-on challenges

In our terminology, thi urity puzzle, a mission, a challenge

Finding ability, followed by exploitation and suggesting reme ending this information to the

person evaluating the us olution. The teacher accepts or reje olution and gives points

Every user rec knowledge” points. The mare points you have, the better a\ you gain

tem. Beginners are ‘hobos’ and experts become ‘root level



DESCRIPTION OF HACKING-LAB

:EQET Remote Security Lab

Votunteer Remote Security Lab FREE OWASP TOP 10
Partner & Sponsors

Events Topology

Available Challenges Revert to SnapShUt
Remote Security Lab

FREE OWASP TOP 10

Topology OpenVPN

Revertto Snapshot

OpenvPN -
Reference ks Vmware View VDI

Ymware View VDI
Chat
Wall of Fame _—
Scoring System 5
Avatar www hacking-lab.com

Mabile Semvices
Video Tutorials
Download

FAQU

Research
Login / Sign up

The picture below introduces our lab infrastructure. i TThe i . LI".ECD

Hacking-Lab Remote

Edit My Profile

Inbox

Organisation Manager
Question Manager
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HACKING-LAB ARCHITECTURE FOR THIS LAB

For today, the following WLAN connects you straight into the lab
+ SSID: Hacking-lab
+ Passphrase: hacking-lab
+ |IP address is assigned automatically (DHCP)

| recommend the following challenges to start with:
+ For beginners
+ 6111 - OWASP 2010 - A1 - Injection Step-by-Step (SBS)
+ For intermediates
+ 6111 - OWASP 2010 - A1 - Injection War Game (WG)
+ For advanced
+ 7041 Struts2 Vulnerability War Game (WQG)

Pascal and | will evaluate the answers submitted this morning
+ The event will remain open until end of 2013

+ Feel free to continue solving challenges until then — correction will also occur,
but probably with some delay



CONTACT DETAILS

Do not hesitate to ask!
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